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DNS Filter Lab: 

 
 

Go to Policy & Objects > Object Configurations >Security Profiles>DNS Filter. You can Create 

New and also there are four preloaded DNS Filter profiles to use. 
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Go to Policy & Objects > Object Configurations >Security Profiles>DNS Filter, you can modify the 

default DNS Filter and enable the options you want, or you can create a new DNS Filter. 

 
 

Continue on the FortiManager GUI, click Policy Packages, Click HQ-FW>Firewall Policy. Select 

the first policy at the top of the list, and then click Edit.    
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Click the Security Profiles check box. Configure DNS Filter and SSL/SSH Inspection and click OK. 
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Install the Policy: 
Continue on the FortiManager GUI, click Install>Install Wizard. 

 
 

Select Install Policy Package & Device Settings. Conform that the HQ-FW policy package is 

selected. And then click Next. 

 
 

Confirm that the HQ-FW device is selected, and then click Next. 
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Click Install Preview to see changes that will be applied to FortiGate. Click Close on the Install 

Preview page. Click Install. 

 
 

Once done click Finish. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:ahmadalimsc@gmail.com


 

6 | P a g e  Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717 
 

Test and Verify:  
Click the botnet package link to see the latest botnet C&C domain list. 

 
 

 
 

Visit botnet fully qualified Domain name or nslookup DNS it will show below error in page. 
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Go to Log & Report > DNS Query to view the DNS traffic that just traverse the FortiGate and the 

FortiGuard rating for this domain name. 

 
 

 
 

In FortiAnalyzer, navigate to Log View>FortiGate>Security>DNS. 
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